Search & Chat in the GEODI Platform

Discovery creates
visibility,

Search for DSPM

Find sensitive data.
Support SAR.
Enable remediation

www.decesoftware.com

search creates
retrieval,

Enterprise Search
A Familiar search

experience, for everyone,
at every moment.

N6

and chat creates
guided interaction.

Power of Chat

Let your data speak
through chat.
Get insights without
reading pages.
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Enterprise Search and DSPM on the Same Platform

Value for Different Personas
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—  Business users reach information faster. Q

Discovery

O Security and compliance teams
validate findings more easily.

=
IT and operations teams gain better Classification

visibility and support for remediation
decisions.
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In GEODI, Enterprise Search and DSPM work on the same platform.

The same discovery, classification, metadata, permissions, and
governance context support both search and protection.
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GEODI

Platform
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Metadata

Permissions

Governance
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Why Search Matters in DSPM

DSPM should not stop at dashboards and reports.

Search adds an operational
layer by helping teams

Sensitive Data

e locate sensitive data directly, Confidential (20%) Financial_Reports_2024.xIsx

~  Compliance Audit

e verify findings,

: Pil Locations 5 <

¢ NAlrrow scope,

— Access Logs

e move from detection to action.
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What Users Search Across

Employees | IT Support
content . - .
’ Security r Compliance
Search can include
= notes, »
/ & Legal _HR
'/ ) dates,
‘ Finance ) Ops
[y d di findi
This allows users to move s = R SINg S, _.
: -y .
from simple search to | Sales Audit
\mvestlgatlon and review. R ol
—., Management
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Search as an Investigation Tool

In DSPM,

— ';_l\ Search helps answer where sensitive data exists,

| () Which systems contain personal data,

AWS S3+~  Salesforce On-prem File Server > L

Q

Investigation

—_—

H | - ; . T
ub — !  Which old content still carries risk,
Last 5 Years Risk score il |
Older than 2020 Risk score ill ‘v‘
pN () and which content matches a regulation-focused scope.

GDPR GDPR, data types
Regulatory standards
HIPAA HIPAA, data types
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Search & Chat Across
| Structured and
em] B @) S ) B g e Unstructured Data

Office files PDF e-mail g B
XLSX, PPTX endpoint
Search & . Search & Chat connects
Chat unstructured sources such as
Office files, PDFs, e-mails, and
endpoints with structured
sources such as databases and
¢ o table-column findings.
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Permissions, Governance, and Action

e Search must respect permissions
and governance controls.

Search query... Q Search

Results should also support review,
reporting, notes, workflows, masking,
remediation, and governance decisions.
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Use Cases: Find Sensitive Data &

Validate Findings

Search helps teams find personal, financial,
health, or regulated data across many
repositories in one operational view.

Once results are returned, security and
compliance teams can quickly validate
whether findings are correct, meaningful, or
false positives.

This shortens investigation cycles and
makes discovery results easier to trust.
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[ Financial_Report_Q3.xlsx

B Patient_Records_DrSmith.pdf

_l Employee_Contracts.docx

_| Employee_Contracts.docx

Financial

Health

Personal

Personal

Cloud Storage > Finance
Server > Medical False Positive Q

Cloud Storage > Finance

2,

Cloud Storage > Finance ®
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Use Cases: Investigate Exposure & Support

Remediation

Search Results

Search can be used to understand
where sensitive content exists, how
widely it is distributed, and which

repositories create the most exposure.

www.decesoftware.com

) Masking

[i] Deletion

& Quarantine

() Classification Updates

The same result sets can then feed
remediation actions such as masking,
deletion, quarantine, classification
updates, or workflow-driven follow-up.

This creates a direct path from
detection to correction.
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Use Cases: Reqgulation Scope & Subject Access Requests

- \
GDPR ) KVKK ) ( PCI-DSS HIPAA )
- . .
J :
L L L
Search is useful for Teams can narrow The same capability can
regulation-focused content to a specific support SAR or DSAR
investigations such as regulatory scope and processes by searching
GDPR, KVKK, PCI-DSS, or examine the affected a person's identifiers
HIPAA reviews. data directly. across multiple

repositories and
collecting relevant
results faster.
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Use Cases; Find Knowledge v .
& Search silos ot hored crive rabite,

Enterprise users often need to find

documents, e-mails, notes, and It also provides a single search
records without knowing exact experience across siloed

folder structures or repository repositories such as file shares,
locations. mail, cloud storage, endpoints,

and structured systems.
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Use Cases: Relevant Version
& Operational Investigation

v/ Latest Version

Search helps users find the latest or
Mmost relevant version of content when
mMany copies and variations exist. This
reduces confusion and wasted time.

At the same time, operations and
support teams can search by metadata,
content, date, owner, or source to
Investigate system issues, content
sprawl, or business requests more
effectively.
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Use Cases: Risky Old Content & Over-
Retained Data

POLICY ACTION REQUIRED:
Risky Legacy Content Detected

s EL T Archive Remove ( ( é
Legacy_2010_ Old_Client_Data_ - “——hm Current Active Project
Financials.xls _vl.doc Report.pdf Doc.docx

""/m {oj — @ O >
Old_Client_Data_ Archived_Emails_ Qutdated_System_ Active Project Recent
_vldoc 2015.pst Log.txt Doc.docx Emall.msg
e Search can reveal old files and e |t also helps identify over- e These use cases are especially
records that still contain retained content that should be valuable in reducing legacy risk
personal or critical data long reviewed, archived, minimized, and shrinking the attack surface.
after their useful life. or removed based on policy.
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Use Cases: Data Owners, Stewards & Audit Evidence

|[CONTEXT]

Audit View Export Evidence
A
Finding ID ~ Data Type Risk Level Owner Location Status
[FD-1023] Pll Data High J.Smith SharePoint/HR Under Review
[FD-1024] Pll Data High J.Smith SharePoint/HR Under Review
[FD-1025] Pll Data High J.Smith SharePoint/HR Under Review
[FD-1026] Comercent Data High J.Smith SharePaint/HR Under Review
[FD-10286] Pll Data High J.Smith SharePoint/HR Under Review
e, 1Mol P” Ej..n. Ll I il Chnenlolet 140 linder Qe e
M der
[ACTION] [OUTCOME]
Pie der

Data owners and stewards
need practical visibility into

the information they are
responsible for.
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Search gives them a usable
way to review content,
understand risk, and make
governance decisions.

The same search results can
also be used to collect
examples, findings, and
supporting evidence for audits,
compliance reviews, and
internal control processes.
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Use Cases: Human-in-the-Loop Governance

Automated discovery is powerful,
but many decisions still require
human review.
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5

Search & Chat supports human-
iNn-the-loop governance by
combining automated findings
with manual validation, notes,
approval steps, and action.

This makes governance
workflows more realistic,

explainable, and operationally

usable.
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The Unified Data Security Ecosystem

&

) Automate

Q

Discover Remediate

[523 Unified Platform ] [ Al-Powered ] @ Regulation-Ready ] [97' Scalable Security ]
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	Search & Chat in the GEODI Platform
	Discovery creates visibility,
	search creates retrieval,
	and chat creates guided interaction.
	Search for DSPM
	Find sensitive data. Support SAR. Enable remediation

	Enterprise Search
	A Familiar search experience, for everyone, at every moment.

	Power of Chat
	Let your data speak through chat.  Get insights without reading pages.
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	Enterprise Search and DSPM on the Same Platform
	Value for Different Personas
	Business users reach information faster.
	Security and compliance teams validate findings more easily.
	IT and operations teams gain better visibility and support for remediation decisions.
	In GEODI, Enterprise Search and DSPM work on the same platform.
	The same discovery, classification, metadata, permissions, and governance context support both search and protection.
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	Why Search Matters in DSPM
	DSPM should not stop at dashboards and reports.
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	move from detection to action.
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	What Users Search Across
	content,
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	dates,
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	Search as an Investigation Tool
	In DSPM,
	Investigation Hub
	Search helps answer where sensitive data exists,
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	Search & Chat Across Structured and Unstructured Data
	Search &
	Chat
	Search & Chat connects unstructured sources such as Office files, PDFs, e-mails, and endpoints with structured sources such as databases and table-column findings.
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	Permissions, Governance, and Action
	Search must respect permissions
	and governance controls.
	Review
	Mask
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	Results should also support review, reporting, notes, workflows, masking, remediation, and governance decisions.
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	Use Cases: Find Sensitive Data & Validate Findings
	Search helps teams find personal, financial, health, or regulated data across many repositories in one operational view.
	Once results are returned, security and compliance teams can quickly validate whether findings are correct, meaningful, or false positives.
	This shortens investigation cycles and makes discovery results easier to trust.
	Page


	Use Cases: Investigate Exposure & Support Remediation
	Masking
	Deletion
	Quarantine
	Classification Updates
	Search can be used to understand where sensitive content exists, how widely it is distributed, and which repositories create the most exposure.
	The same result sets can then feed remediation actions such as masking, deletion, quarantine, classification updates, or workflow-driven follow-up.
	This creates a direct path from detection to correction.
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	Use Cases: Regulation Scope & Subject Access Requests
	Search is useful for regulation-focused investigations such as GDPR, KVKK, PCI-DSS, or HIPAA reviews.
	Teams can narrow content to a specific regulatory scope and examine the affected data directly.
	The same capability can support SAR or DSAR processes by searching a person's identifiers across multiple repositories and collecting relevant results faster.
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	Use Cases: Find Knowledge & Search Silos
	Enterprise users often need to find documents, e-mails, notes, and records without knowing exact folder structures or repository locations.
	notes
	endpoints
	Search & Chat reduces dependence on personal memory and shared-drive habits.
	It also provides a single search experience across siloed repositories such as file shares, mail, cloud storage, endpoints, and structured systems.
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	cloud
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	Use Cases: Relevant Version & Operational Investigation
	✓ Latest Version
	Search helps users find the latest or most relevant version of content when many copies and variations exist. This reduces confusion and wasted time.
	At the same time, operations and support teams can search by metadata, content, date, owner, or source to investigate system issues, content sprawl, or business requests more effectively.
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	Use Cases: Risky Old Content & Over-Retained Data
	Search can reveal old files and
	records that still contain personal or critical data long after their useful life.
	It also helps identify over-
	retained content that should be reviewed, archived, minimized, or removed based on policy.
	These use cases are especially
	valuable in reducing legacy risk and shrinking the attack surface.
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	Use Cases: Data Owners, Stewards & Audit Evidence
	[CONTEXT]
	Data owners and stewards need practical visibility into the information they are responsible for.

	[ACTION]
	[OUTCOME]
	The same search results can also be used to collect examples, findings, and supporting evidence for audits, compliance reviews, and internal control processes.
	Search gives them a usable way to review content, understand risk, and make governance decisions.
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	Automated discovery
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	Manual validation / Notes
	2.
	Action / Governance
	1.
	Automated discovery is powerful, but many decisions still require human review.
	2.

	Search & Chat supports human-in-the-loop governance by combining automated findings with manual validation, notes, approval steps, and action.
	3.

	This makes governance workflows more realistic, explainable, and operationally usable.
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