Unified Labelling on all Platforms %DECE

Structured- Unstructured E-Mails

Office Desktop Web Legacy

o (Windows and macOS) - = (Windows) (OWA, M365, SharePoint) (Structured, Unstructured,
E-Mail all platforms)

(N

TEX" -

=
CONFIDENTIAL
|

Real-time classification File-based classification Automatic email classification Bulk re-classification
for Office documents. on local desktops. across web platforms. via GEODI workflows.
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Regulations & Country Packs

f Start compliance quickly with ready-to-use regulation templates.

e DECE-STORE provides
predefined templates

Q. Search regulation packs... J

GDPR Pack [} KVKK Pack [l

Install Template

HIPAA Pack ﬁ

Install Template

e Predefined classification
rules for GDPR, KVKK, Installed
HIPAA, PCI-DSS

Data subject rights
consent
management

e Country and industry- Breach notification

specific labeling templates
Moneys and Breach

Management

https://support.decesoftware.com/space/geodien/3977642021/Classification
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Seamless Integration with Existing
Classification Scheme

m DLP FRAMEWORK

Sample Document

| Classification Level:
Highly Confidential

Aligns with existing policies

Award document for each class is enough.

1. Works without changing your 2. Alighs with existing security = 3. No disruption » continuous
current DLP rules policies operations

= A
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Policy Management & Distribution & Customization

Policy Customization by: Environment Distribution

|P-Based 192.168.1.0/24

User Group-Based Finance Department v

Application-Based [i Outlook Sync

Changes Applied Instantly

Fast and flexible configuration. Changes are in 10 minute approximate across the entire environment.
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- | g n O ri n g E — M a i | S i g n a t u r' eS https://support.decesoftware.com/space/geodien/3977642021/Classification

Reduce false positives by excluding repetitive signature content
from discovery and classification processes.

D John Doe & &y F Ignore E-Mail Chains

0 team@company.com . )
@ ol Filters repeated mail content

and signatures in e-mail chains.
Hi Team,

Please find the latest project update in the attached document.

Let me know if you have any questions.

LDAP User Matching

N Matches signatures with user
Best regards, lists from LDAP for accuracy.

() Repeated Signature Detected

& John Doe
- Senior Project Manager
Auto User Inclusion
. +1212 555 0187 O
& ishndee@eompanycom ( @ New users are automatically

included in the matching process.
© 123 Business Ave, New York, NY 10001
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AI - P owe re d C I a ss i fi C a t i o n https://support.decesoftware.com/space/geodien/3977642021/Classification

Hybrid Engine —

Al Speed & ‘ﬂ Rule-Based
Automation D Compliance
Manual Classification GEODI Al Full Auto Mode
e Slower processing e Faster, automated classification
e Subject to human error * Higher accuracy
¢ Reactive risk management * Reduces risk proactively

Refer to system requirements for Al infrastructure readiness
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Connectivity & Access Requirements

Online Scenario Offline Scenario

B_|—
| .o

Fre L

OWA Webmail
Internet access required for OWA Offline and manual classification still functions
automatic classification. flawlessly if agents cannot connect.
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High Availability (HA)

User Traffic
> (—)

GEODI Server

Agents and OWA should reach
GEODI server to have automatic
classification.

NLB Setup (Strongly Recommended)

High-Volume
User Traffic

Network Load
Balancer (NLB)

* Improves performance & scalability]
+» Ensures continuous operations

e Scale infrastructure based on user volume. Refer to the sizing guide for planning.

www.decesoftware.com
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Agent Deployment & Management - ot

Device Agent Version Status

Desktop-01 v3.21 ® Up to Date
Laptop-01 v3.2.1 ® Up to Date
Tablet-01 v3.2.1 @ Upto Date

Endpoints

Central Server
(GPO / SCCM)

e Updates are fully automatic.
e Endpoint restart is sufficient.
e Policies update upon connection.

Agents deployed once

Minimal maintenance required.

https://support.decesoftware.com/space/geodien/3977642021/Classification
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Legacy Data Classification

File Servers

E @ I ng Cloe=fication Job |

e Classify existing data using e E

workflows across all major D D P |

storage silos. Endpoints ™ SharePoint
e Discovery and Classification WGOEECELV

projects should be Egfie

Managed separately for

better governance and //

performance. » E‘

Databases Email Systems

https://support.decesoftware.com/space/geodien/5311135745/%F0%9F%8E%AFAutomated+Audit+of+Legacy+Classification
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Legacy Classification Audit

Audit legacy (manual) classifications against today's GEODI assessment
to uncover mismatches, hidden risks, and drive corrective actions.

Cnnﬁrmed Classification 8 /b Downgrade/Risky Qverride a8 % i, Downgrade/Risky Override a8 x /. Downgrade/Risky Override a8 R I S K

Canfidentia Usar P Auto:Corfidential) UserRasirictec Auto Corfidertial ) UsarUnClassifiesAute: Confidentiaf)

&« Starf search ~ @ " .\ 'T" '\ @ o E=z

Content Keywords Graph Calandar DECEQ Discovery LogAnakz Clients

=
Manual Classificabon Audil gk

Audit Mismatch Example

Upgrade/Reinforced Classifi... &8 Confirmed Classification a8 /iy, Downgrade/Risky Override a8 X s, Downgrade/Risky Override a8 %
wt P a UserResiriciae futo P1f) UsarUnClassified| Auto:PI1)

User ConfantihAuto Pil

®

[l Upgrade/Reinforced Classifi... 8 x Upgrade/Reinforced Classif... 8 x Confirmed Classification 8 x
= Festncied LiserUnCinssifed{Auin: Restnced

User Conddermal{futo Restricied) User Pli{Aute Respic ed)

Legacy: Internal GEODI Today:
Confidential / High Risk

o Pll Detected: Credit Card Numbers found.

[l Upgrade/Reinforced Classifi... a8 = Upgrade/Reinforced Classifi... a [l Upgrade/Reinforced Classifi... a = Confirmed Classification a =

Ueer Cordiaentmi Auts UnCiassifed) Uraar i Auds: UnClassihed) Usar Rastrcied] At UnClatafhed) C I aEahed

https://support.decesoftware.com/space/geodien/5311135745/%F0%9F%8E%AFAutomated+Audit+of+Legacy+Classification
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Log Analysis & SIEM Integration

" _E

CEF Format
Common Event Format

CSV Format

Comma Separated Values

GEODI Native Log Panel

B oo

Built-in Analysis.

F

Syslog Format
Standard System Logging

https://support.decesoftware.com/space/geodien/4032987140/ClassifiertLogstand+Log+AnalysistPanel

www.decesoftware.com

Built in log analysis panel.

0

Enterprise SIEM
Systems
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The Unified Data Security Ecosystem

Q O QO &V,
Discover ) Classify ‘ Remediate ) Automate

52?, Unified Platform | Al-Powered @ Regulation-Ready a" Scalable Security
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	Unified Labelling on all Platforms Structured- Unstructured E-Mails
	Office
	Desktop
	Web
	Legacy
	Real-time classification for Office documents.
	File-based classification on local desktops.
	Automatic email classification across web platforms.
	Bulk re-classification via GEODI workflows.
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	Regulations & Country Packs
	Start compliance quickly with ready-to-use regulation templates.
	DECE-STORE provides predefined templates
	DECE-STORE

	Predefined classification rules for GDPR, KVKK, HIPAA, PCI-DSS
	Country and industry-specific labeling templates
	GDPR Pack
	KVKK Pack
	Install Template
	Data subject rights consent management
	Breach notification
	Moneys and Breach Management


	HIPAA Pack
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	Seamless Integration with Existing Classification Scheme
	Sample Document
	Classification Level: Highly Confidential
	Aligns with existing policies
	DLP FRAMEWORK
	Award document for each class is enough.

	1. Works without changing your current DLP rules
	2. Aligns with existing security policies
	3. No disruption → continuous operations
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	Policy Management & Distribution & Customization
	Policy Customization by:
	Environment Distribution
	IP-Based
	192.168.1.0/24
	User Group-Based     Finance Department
	Application-Based
	Outlook Sync
	Changes Applied Instantly
	Fast and flexible configuration. Changes are in 10 minute approximate across the entire environment.
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	Ignoring E-Mail Signatures
	Reduce false positives by excluding repetitive signature content from discovery and classification processes.
	Ignore E-Mail Chains
	Filters repeated mail content and signatures in e-mail chains.

	LDAP User Matching
	Matches signatures with user lists from LDAP for accuracy.

	Auto User Inclusion
	New users are automatically included in the matching process.
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	Al-Powered Classification
	Al Speed & Automation
	Hybrid Engine
	Rule-Based Compliance
	Manual Classification
	Slower processing
	Subject to human error
	Reactive risk management
	GEODI AI Full Auto Mode
	Faster, automated classification
	Higher accuracy
	Reduces risk proactively
	Refer to system requirements for Al infrastructure readiness
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	Connectivity & Access Requirements
	Online Scenario
	Offline Scenario
	Label Applied Locally
	OWA Webmail

	Internet access required for OWA automatic classification.
	Offline and manual classification still functions flawlessly if agents cannot connect.
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	High Availability (HA)
	NLB Setup (Strongly Recommended)
	Single Setup (Not Recommended)
	User Traffic
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	User Traffic
	GEODI
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	GEODI
	Node 2
	GEODI Server
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	Endpoints
	Updates are fully automatic.
	Endpoint restart is sufficient.
	Policies update upon connection.
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	Discovery and Classification projects should be managed separately for better governance and performance.
	Endpoints
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